CHAPTER 3

NETWORK TROUBLESHOOTING

Upon completing this chapter, you should be able to do the following:

e Describe how to diagnose and isolate problems with LANS.

e Describe how to troubleshoot network malfunctions.

e Explain how to test and evaluate the connection of networking system nodes.

e Explain how to troubleshoot communications line problems.

With any network system, you should have a set of
error procedures for personnel to follow to handle errors
or malfunctions on the system. These error procedures
are the steps to be taken when the system is not
operating properly. They are different from the error-
detection and diagnostic procedures used to isolate and
correct transmission problems.

A complete set of diagnostic procedures is
necessary for the system. The system procedures are
used to isolate the problem to the system or subsystem
level. Since the facilities of a network may not be in the
local areg, it is necessary to have a set of test software
and equipment with replacement components available
for diagnosing and correcting problems.

TROUBLESHOOTING LANS

As a communications specialist, more than likely
you will be expected to know how to troubleshoot
problems on LANS. As a troubleshooter, you must be
able to identify a wide range of network problems
relating to hardware (the data terminal eguipment, the
communications link, repeaters, gateways, and so on),
software (network operating system, applications, and
soon), and peopleware (the end user). It will be your job
to identify, isolate, and resolve both the simple and
complex problems.

DIAGNOSTIC TOOLS

Normally, a problem can be solved without too
much difficulty with the help of diagnostic tools. The
best diagnostic tool available is accurate
documentation. This documentation should include:
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Workstation and server configurations

o All network related software and equipment

Location and paths of al wiring

Updated records of all equipment and
configurations changes

With documentation in hand, along with the help of
diagnostic software (a network management package or
a LAN analyzer), and specialized diagnostic
equipment, such as a datascope, a time domain
reflectometer (TDR), or a breakout box, the job
becomes routine.

Classifying the problems and taking the necessary
actions to resolve them are an important part of your job
as a troubleshooter. However, it is equally important to
remember to log all problems according to your
activity’s procedures. This will identify recurring
problems, provide information for long term solutions,
and enhance your command’ s training program.

ISOLATING PROBLEMS

When isolating a problem, consider the three major
areas we discussed earlier-the user, the software, and
the hardware, usually in that order. The majority of all
network-related problems are caused by the user’s
actions—operator errors. Users either do not
understand how to operate their PC in a networking
environment or they are unfamiliar with the application
software package they are using. Most of the time you
will find yourself responding to user problems and
complaints. A user will call, saying such things as the
following:



e My termina/PC is hung up, and | cannot get into
the system.

e My terminal/PC screen suddenly went blank.

My temninal/PC keeps coming up with the same
error message.

e My terminal/PC will not allow me to access the
disk file.

e My terminal/PC will not print.

It will be your job to determine if the problem is
user, software, or hardware related. Whenever you
receive a call about a problem, obtain as much
information as possible about the person and the
problem. Ask the user’s name, phone number, the
terminal/PC or node identification number, the nature
of the problem, and what, if anything, occurred
immediately preceding the problem. In addition, you
should ask the user what application he or she was
trying to access or currently working with at the time the
problem occured. Ask whether other users are
experiencing the same or similar problem, did any error
messages appear on the screen, and be sure to ask
whether the PC was moved before the problem
occured. Sometimes moving hardware creates
problems—the connector cable may not be seated
properly.

Once you have received initial information about a
problem, it should help you to categorize the problem.
Keep in mind most problems are the result of
inexperienced users/operators. Because so many
different types of errors can occur, it would be
impossible for us to list them all, along with the
necessary steps to resolve them. However, based on
past experiences, we can provide you with some helpful
hints and guidelines to follow. If the problem seemsto
be isolated to one user, it is probably user error; if the
problem occurs with agroup of usersin acommon
geographic location, the problem is usualy related to
the cable; and if the problem is network wide, a close
look at the network software isin order. Let us take a
look at some of the more common problems that
frequently occur and their solutionsin connection with
these three categories.

PO3 Frost has just called to report he cannot log on
to the LAN. You begin solving the problem by asking
some preliminary questions. You find thisis the first
time PO3 Frost has used the LAN and no one else in his
area is experiencing any problems. At this point, you
should be able to recognize the problem is more than
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likely the result of an inexperienced operator (user
error). The logical corrective action to take is to walk
PO3 Frost through the proper log-on procedures and
password security requirements. He follows your
instructions and successfully logs onto the LAN. PO3
Frost should have been able to log onto the LAN by
following the User’'s Guide on LAN operations. Y ou
might want to review the guide to make sure it is current
and availableto all users.

A few weeks later PO3 Frost calls again and reports
he has been having intermittent problems while logged
on to the LAN. Sometimes while he is saving or
retrieving data, his machine locks up for no apparent
reason. Again, no one in his immediate work area is
experiencing problems. After obtaining all the
pertinent information available, you believe the
problem is faulty hardware. During the save and
retrieve operations, a packet is generated and sent
through the network interface card, onto the cable, and
to its destination. So the two most logical components
to check are the cable connections and the network
interface card. The diagnostic tools to use are the time
domain reflectometer (TDR) to check any breaks on the
cable and the diagnostics that come with the interface
card. PO3 Frost runs the card diagnostics at the terminal
while you check the cable continuity. The network card
passes the test, but the TDR detects a continuity break
near his location. A LAN technician checks the
connectors at the workstation and discovers one of the
connectors has worked itself loose. After replacing the
connector, the cable is tested again and passes. PO3
Frost logs on to the LAN and experiences no further
problems. In this example we eliminated the cable itself
because no other user on the cable segment was
experiencing problems. Had there been other users also
experiencing intermittent failures, then the cable would
have immediately been our focal point of testing, since
thisis the commonality between the users.

You arive at work Tuesday morning and find a
stack of messages waiting for you from users
experiencing problems while trying to access the word
processing program on the LAN. The only thing these
users have in common is they all use the samefile
server. Immediately you focus your attention on the
network operating system and software. You call PO3
Door to ask her a few questions before you begin
troubleshooting any further. You learn PO3 Door is able
to access all application programs on the LAN with the
exception of the word processing program. You
immediately log on to the network management
program and monitor the data traffic. Y ou discover no
user has used the word processing program since



Monday at 1600. The only person authorized to use the
LAN after 1600 is PO1 Brush, who is the network
administrator. You call PO1 Brush and ask if any
changes were made to the word processing program
since yesterday. PO1 Brush states he installed a new
version of the word processing program on Monday
around 2200 to eliminate any work disruptions. You ask
him to check the security access to this new version.
You find PO1 Brush inadvertently restricted all users
from accessing the new version of the word processing
program after he removed the old one. He makes the
necessary access changes, and everybody is once again
happy and able to use the new version.

Asyou can see, there is a pattern to the various types
of errorg/problems you will encounter. The problems
you will be confronted with will range from the simple
to the disastrous. They may be user/operator errors,
software problems, or hardware malfunctions.
Knowing which is sometimes easy. Under other
conditions, it may be difficult for you to determine the
source of the problem. The important thing is to learn
from your past experiences. Keep a list of symptoms,
probable causes, and ways you can use to trace a
problem to its cause. Thiswill assist you in diagnosing
and troubleshooting problems. Y ou will also find users
have a tendency to make the same mistakes again and
again, especially while they are learning. You can
provide them a great service by explaining some of the
more common problems they are likely to encounter,
the reasons for the problems, and ways to avoid having
them happen to them.

NETWORK MALFUNCTIONS

Any malfunction of the network is going to result in
a nonavailability of the system to the users. The
diagnosis and fixing of this mafunction becomes a high
priority. There are three primary culprits to network
malfunctions. component and server failures, and data
collisions.

COMPONENT FAILURE

Component failures are categorized in two
categories: hard faults and soft faults. Hard faults are
relatively easy to find, and a diagnostic program will
diagnose them correctly every time. Soft faults can be
difficult to find, because they occur sporadically or only
under specific circumstances, rather than every time the
memory location is tested. A diagnostic program tests
computer hardware and peripheral devices for correct
operation.
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Most computers run a simple set of system checks
when the computer is turned on. The PC tests are stored
in read-only memory (ROM), and are known as power-
on self tests (POSTS). If a POST detects an error
condition, the computer will stop and display an error
on the screen. Some computers will emit a beep signal
to indicate the type of error.

One of the best tools to use for network
malfunctions is a network anayzer. A network analyzer
is a product that can be used to monitor the activity of a
network and the stations on it, and to provide daily
summaries or long-term trends of network usage and
performance. A network analyzer can do tasks such as.

e Count or filter network traffic.

e Analyze network activity involving specified
protocols or frame structures.

e Generate, display, and print statistics about
network activity, either as they are being
generated or in summary form.

e Send alarmsto a network supervisor or network
management program if any of the statistics
being monitored exceeds predetermined limits.

e Do trend or pattern analyses of network activity.

Network analyzers may be software only or consist
of both software and hardware. The latter may include
an interface card enabling you to test the network
directly. This card may include an on-board processor.
Because of their greater capabilities, hardware/software
anayzers are more expensive than the software only
analyzers. In fact, the prices for the hardware/software
analyzers can be several times as high as those for the
software only versions.

SERVER FAILURE

The most obvious sign that the server has failed for
some reason isthat al users, except root, will not be able
to logon to the system. Use the following steps as
required to reestablish services:

e The first and easiest thing to try is to run the
system distribution again. This will rebuild the
system maps if nothing else is wrong and will
alow users access to the system.

e Shutdown and reboot the system. During the
boot process ensure that no failures occur on any
of the nodes.



e Veify the domain name.

e | ook for the maps subdirectory; it should be the
same as the domain name. If it is not there, you
will need to run the system initialization
command.

If the above fails, ensure that all the files to be
mapped are present on the server. If any have
been deleted, they will have to be restored from
the latest system saves.

One of the best ways to avoid server malfunctionsis
to conduct maintenance on the server. It is important to
set up a schedule for your server and strictly adhere to it.
To check the hardware, you should do at least the
following things:

e Clean the server carefully but thoroughly.

e Check cabling and connections for tightness and

signs of bending or stress. Do not disconnect
connectors unless necessary, since many
connectors are rated for alimited number of
matings.

If possible, check the cabling with a line
analyzer.

Run thorough diagnostics on the storage medium
and on other system components to identify the
components that are likely to fail and to dea with
these before they actually do fail.

Check the quality of your power line by using a
line tester.

The hardest part of server maintenance is finding
the time to conduct the maintenance, since the network
will have to be offline to conduct. In many cases, server
maintenance will need to be during off peak hours, late
night or early morning, when there islittle or no use.

DATA COLLISIONS

A data collision is the simultaneous presence of
signals from two nodes on the network. A collision can
occur when two nodes each think the network is idle and
both start transmitting at the same time. Both packets
involved in a collision are broken into fragments and
must be retransmitted.

Collision Detection

To detect for a collision, nodes check the dc voltage
on the line. A voltage level of two or more times higher
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than expected indicates a collision, since this means
there are multiple signals traveling along the backbone
at the same time.

InaCSMA/CD (carrier sense multiple access with
collision detection) systems, all workstations or nodes
attached to the network monitor the transmission
medium at all times. When a node needs to send data, it
waits until the line is quiet and then transmits. If two or
more nodes happen to transmit data at the same instant,
acollision occurs. Each node detects the collision and
then waits for a variable amount of time (as
programmed in the NIC’s microprocessor) before
testing the bus again and retransmitting. Since each
node waits for a different amount of time, say 10/1000
and 20/1000 of a second, it is very unlikely that the
collision will occur a second time. The CSMA/CD
detection method is further illustrated in[figure 3-1|

Collision Avoidance

To avoid collisions, nodes can send special signals
that indicate a line is being used for a transmission. In a
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Figure 3-1—A bus network using the CSMA/CD access
method.



CSMA/CA (carrier sense multiple access with collision
avoidance) system, the media-access method uses RTS
(ready to send) and CTS (clear to send) signals before
sending a frame onto the network. A node transmits
only after the node has requested access to the line and
access has been granted. Other nodes will be aware of
the RTS/CTS transmission and will not try to transmit at
the same time.

RTS— A hardware signal sent from a potential
transmitter to a destination to indicate that the
transmitter wishes to begin a transmission. If the
receiver isready, it sendsa CTS signal in return.

CTS— A hardware signa sent from a receiver to a
transmitter to indicate that the transmitter can begin
sending. ACTS signal is generally sent in response to
an RTSsignal from the transmitter.

NETWORK SYSTEM CONNECTIONS

The testing and evaluation of network connections
is accomplished with the same test equipment that is
used to test network components. This equipment
includes voltmeters, ammeters, volt-ohm-
milliammeters, and line scanners. All of this test
equipment checks the voltage, resistance, and current
that passes through the cable and the connectors
between the network nodes. Any increase or decrease in
voltage or current or an increase in the resistance will
cause communications problems for the users.

Whether the cable is pre-made or you make it, you
should always test the cable before it installed into the
network. Thiswill aleviate the possibility of installing
a bad cable or connector to the system. Any time that
you can detect a bad connector will be to your
advantage, since each connector has a limited number
of connections before it has to be replaced.

COMMUNICATION LINE PROBLEMS

Communication line problems fall into three
general categories. excessive noise, cabling, and
backbone connections. With proper testing and
precautions, these problems can be taken care of before

they happen.
EXCESSIVE NOISE

Noise is the term for random electrical signals that
become part of a transmission, and that serve to make
the signal (information) component of the transmission
more difficult to identify. Noise can take various forms,
including the following:
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e Impulse noise: voltage increases that last for just
a short period, usually for only a few
milliseconds.

e White noise: random background noise.

e Crosstalk: interference on one wire from
another.

There are limits set on the allowable levels for each
of these types of noise. A noise filter can be used to
remove random noise from asignal.

In a transmission, signal-to-noise ratio (SNR) is the
ratio between the signal and noise levels at a given
point, usually at the receiving end of the transmission.
The SNR valueis generally expressed in dB.

The SNR can be used to determine how long a cable
segment can be before the signal loss is unacceptably
high. The SNR also helps to determine whether a
particular type of cable will work for the intended use.
Cable testers can help determine whether a particular
type of cableis appropriate in a specific environment.

In general, digital signals have a much higher SNR
than analog signals. Because analog signals in a
broadband network must be confined to a portion of the
total bandwidth, filtering and other signal-cleaning
measures are necessary This confinement makes the
signal more delicate and subject to distortion.

Several types of filtering maybe used to help clean
abroadband transmission. The filters are distinguished
by the filtering technique they use as well as by wherein
the transmission process they are applied.

For example, filters applied early in the
transmission, prior to modulation, are known as
baseband or premodulation filters. Those applied after
the modulation are known as passband or
postmodulation filters.

CABLING

Cables are good mediafor signals, but they are not
perfect. The signa at the end of the cable should be as
loud and clear as at the beginning, but this will not be
true.

Any transmission consists of signal and noise
conponents. Even a digital signal degrades when
transmitted over awire. Thisis because the binary
information must be converted to electrical form for
transmission, and because the shape of the electrical
signal changes over distance.



Signal quality degrades for several reasons,
including attenuation, crosstalk, and impedance.

Attenuation

Attenuation is the decrease in signal strength,
measured in decibels (dB) per 100 feet. Such loss
happens as the signal travels over the wire. Attenuation
occurs more quickly at higher frequencies and when the
cable's resistance is higher.

In networking environments, repeaters are
responsible for cleaning and boosting a signal before
passing it on. Many devices are repeaters without
explicitly saying so. For example, each node in a token-
ring network acts as a repeater. Since attenuation is
sensitive to frequency, some situations require the use
of equalizers to boost different-frequency signals the
appropriate amount.

Crosstalk

Crosstalk is interference in the form of a signal from
aneighboring cable or circuit; for example, signals on
different pairs of twisted wires in a twisted pair cable
may interfere with each other. A commonly used
measure of this interference in twisted-pair cable is
near-end crosstalk (NEXT), which is represented in dB.
The higher the dB value, the less crosstalk and the better
IS the cable.

Additional shielding between the carrier wire and
the outside world is the most common way to decrease
the effects of crosstalk.

Impedance

Impedance, which is a measure of electrical
resistance, is not directly a factor in a cable's
performance. However, impedance can become a
factor if it has different levels at different locations in a
network. In order to minimize the disruptive effects of
different impedances in a network, specia devices,
caled baluns, are used to equalize impedance at the
connection.

Impedance does reflect performance indirectly.
The higher the impedance, the higher is the resistance;
the higher the resistance, the greater is the attenuation at
higher frequencies.

Line Conditioning

Line conditioning tries to eliminate the effects of
certain types of distortions on the signal. It becomes
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more necessary as transmission speeds increase. Two
types of line conditioning are available:

e C conditioning tries to minimize the effects of
distortion related to signal amplitude and
distortion due to envelope delay.

e D conditioning tries to minimize the effects of
harmonic distortion in addition to the amplitude
and envelope delay distortions handled by type C
conditioning.

A line driver is a component that includes a
transmitter and a receiver; it is used to extend the
transmission range between devices that are connected
directly to each other. In some cases a line driver can be
used in place of a modem, for short distances of 10 miles
or less.

To test a particular section of cable, you can use a
line-testing tool. A line monitor is alow-end line-
testing tool that tells you if the line is intact. A high-end
line-testing tool can do very precise measurements
using time domain reflectometry (TDR). A TDR isa
device used to test the integrity of a section of cable
before the cable is even unwound. This diagnostic
method uses a signal of a known amplitude and
duration, which is sent along a stretch of cable.
Depending on the amount of time the signal takes to
return and on the cable’s nominal velocity of
propagation, the TDR can determine the distance the
signal traveled and whether there are any shorts or
opens in the cable.

BACKBONE CONNECTIONS

In addition to the inherent problems of the cabling,
backbone connections add the problems that come with
the use of connectors. They have only a limited number
of times that they can be connected before they have to
be replaced. These connectors are used in several
places aong the backbone, each presenting one more
place for trouble to start. Some of the places that
connectors are used are;

e At the server
o At the repeater, concentrator, and the gateway
e Along the backbone for each drop or tap

e At the splice and coupler (used with fiberoptic)

Each of the connections uses a different type of
connector, each with its own limitations. For example:



e A vampire tap is a connector that uses two prongs
to pierce the cable to make its connection. When
it isused, one of the prongs can be bent and not
make a proper connection.

e An RJ connector is the same type of connector
used to plug your telephone into the wall. When
it is used, the plastic clip has a tendency to break
off the connector, resulting in the plug not
locking in place.
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SUMMARY

In this chapter we discussed the how to troubleshoot
communications line problems, network malfunctions,
and how to test and evaluate the connection of
networking system nodes. As with any
troubleshooting, individual manufacturers of both
hardware and software will have their own techniques
to follow. What we have tried to do is give you a brief
overview of the type of trouble that you can expect to
run into and some basics as how to begin the
troubleshooting.






APPENDIX |

GLOSSARY

A

ATTENUATION— Loss of communication signal
energy.

B

BASEBAND— The frequency band occupied by
individual information bearing signals before they
are combined with a carrier in the modulation
Process.

BISYNC— Controlling of data transmission by timing
signals generated at the sending and receiving
stations.

BROADBAND— Transmission facilities whose
bandwidth is greater than that available on voice-
grade facilities.

BUS— Channel or path for transferring data and
electrical signals.

C

CARRIER SENSE MULTIPLE ACCESS
(CSMA)— A protocol that controls access to a
network’s bus.

CARRIER SENSE MULTIPLE ACCESS WITH
COLLISION AVOIDANCE (CSMA/CA)— A
protocol that requires carrier sense and in which a
data station that intends to transmit sends a jam
signal.

CARRIER SENSE MULTIPLE ACCESS WITH
COLLISION DETECTION (CSMA/CD)— A
protocol that requires carrier sense and in which a
transmitting data station that detects another signal
while transmitting, stops sending, sends a jam
signal, and then waits for a variable time before
trying again.

CLEAR TO SEND— A hardware signal sent from a
receiver to a transmitter to indicate that the
transmitter can begin sending.

CROSSTALK— The disturbance caused in a circuit by
an unwanted transfer of energy from another
circuit.
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F

FILTER— A device or program that separates data,
signals, or material in accordance with specified
criteria.

FIREWALL— One or more components that control
the flow of network traffic between networks.
H

HANDSHAKING— The process through which the
rules for exchanging data over a communications
line are defined for the two devicesinvolved.

IMPEDANCE— A measure of electrical resistance.

INTERNATIONAL STANDARDS ORGANIZA-
TION (ISO)— The international agency
responsible for developing standards for
information exchange.

INTERRUPT REQUEST LINES— Physical
connections between hardware devices and the
interrupt request.

L

LINE DRIVER— A component that includes a
transmitter and areceiver.

LINK— The communications media used to connect
nodes.
M

MULTITASKING— A mode of operation that
provides for concurrent performance of two or
more tasks.

N

NETWORK INTERFACE CARD (NIC)— The

expansion card that allows the workstation to
communicate with the network.



NETWORK OPERATING SYSTEM (NOS)— A
software package that makes it possible to
implement and control a network and that enables
users to make use of resources and services on that
network.

NODE— The point a the end of a branch.

NOISE— Random electrical signals that become part
of a transmission, and that serve to make the signal
(information) component of the transmission more
difficult to identify.

0

OPEN SYSTEMS INTERCONNECTION
(OSIl)— The networking standard for
interconnecting dissimilar computer systems.

P

PROTOCOL— A formal set of conventions governing
the format and control of inputs and outputs
between two communicating processes.
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R

READY TO SEND— A hardware signa sent from a
potential transmitter to a destination to indicate that
the transmitter wishes to begin atransmission.

S

SYNCHRONOUS DATA LINK CONTROL
(SDLC)— Primary protocol supported under
System Network Architecture (SNA).

SIGNAL-TO-NOISE RATIO (SNR)— Theratio
between the signa and noise levels a a given point,
usually at the receiving end of the transmission.

T

TIME DOMAIN REFLECTOMETER— A device
used to test the integrity of a section of cable.

TOPOLOGY— The physical or logical layout of a
LAN.



APPENDIX I

GLOSSARY OF ACRONYMS AND
ABBREVIATIONS

A
AWG— American wire gauge.
B

Bisync— Binary synchronous communications
protocol.

BNC— Barrel nut connector.

bps— Bits per second.

C

CAD— Computer aided design.
CODEC— Coder/decoder.

CSMA— Carrier sense multiple access.

CSMA/CA— Carrier sense multiple access with
collision avoidance.

CSMA/CD— Carrier sense multiple access with
collision detection.

CTS— Clear to send.
D

dB— Decibel.

E

EIA/TIA— Electronics Industries Association/
Telecommunications Industry Association.

F

FSCK— Filesystem check.
FTP— File transfer protocol.

G

Gbps— Gigabits per second.
H

HTTP— Hypertext transfer protocol.
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| P— Intemet protocol.
IRQ— Intermpt request line.

| SO— International Standards Organization.

L

LAN— Local area network

LED— Light-emitting diode.

M

MAN— Metropolitan area network.
MAU— Multistation access unit.
Mbps— Megabits per second.
MIC— Medium interface connector.
M ODEM — Modul ator-demodulator.
N

NEXT— Near-end crosstalk.

NIC— Network interface card.
NOS— Network operating system.
o

OSl— Open systems interconnection.
P

POST— Power-on seif test.

R

RJ— Registered jack.

ROM— Read-only memory.

RTS— Ready to send.

S

SC— Subscriber connector.

SDL C— Synchronous data link control.
SMA— Sub-miniature assembly.



SNR— Signal-to-noise ratio. TELNET— Telecommunications network.
ST— Straight tip. U

STP— Shielded twisted pair. UDP— User datagram protocol.

UTP— Unshielded twisted pair.

TCP— Transmission control protocol. W

T

TDR— Time domain reflectometer. WAN— Wide area network.
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Network analyzer[3-3

Network components,[2-1
inspecting,[2-6]
install,[2-1]
testing,[2-6]

Network configurations, [1-4]
analyze configuration,[1-6
network parameters,[1-5
network port configuration,[1-5
software configurations,[1-5
system parameters,[1-4
system resource limits, [1-6]

Network design,[1-9
access methods[1-12)
cabling,
calculating capacity,[1-9
firewalls,[1-18]

LAN configurations,[1-9
network operating system,[1-18
operating system,
protocols,[1-12)

requests,[1-9

Network malfunctions[3-3
component failure[3-3
data collision[3-4

Network operations,[1-1
server failure[3-3
monitor, [1-3
network startup/shutdown,[1-2
remote terminals,[1-2
review audit logs,[1-4

Network parameters[1-5
modifying, [1-3
setting, [1-5)

Network physical connections[2-8

backbones, 2-4,3-6
nodes| 2-9

Network port configuration,[1-5
port address or name,[1-5

Network server,[2-9
dedicated[2-10
nondedicated,

Network software,[1-6
application,
installation,
testing,
restoration,[1-8
system,

Network startup/shutdown,[1-2
system shutdown,[1-3
system startup,[1-2

Network testing[2-6
hardware,[2-7][3-5]
methods,[2-6
software[ 2-8

Nodes,[1-1

0
0S| model [1-13

layer 1,[1-14
layer 2,[1-14
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layer 3,[1-14) System modes,[1-3
layer 4,[-15 multi-user,
layer 5,[1-15 single-user, [1-3
layer 6, [-15 System parameters,[1-4]
layer 7, hardware interrupt,[1-4
software interrupt,[1-4]
P System resource limits,[1-6
Protocols[1-12 herdware,[1-8
Bisync[T12 software,[1-6
SDLC[TTZ System restoration,[1-8
reconfiguration,[1-8
R redundancy,
rerouting,
Reboot,[1-3 T
Remote Terminals[1-2 Troubleshooting,
logins,[1-2 diagnostic tools,[3-1]
remote console,[1-2 isolating problems, [3-1]
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RADI OVAN TRAI NI NG SERI ES

MODULE 3 -

NETWORK COVMUNI CATI ONS

NAVEDTRA 12847

Prepared by the Naval

Congr at ul ati ons!

sel f-study course is _
program Practical experience,

By enrolling in this course,
a desire to inprove yourself and the Navy.
only one part of the
school s,

Education and Traini ng Professional Devel opnent
and Technol ogy Center (NETPDTO),

Pensacol a, Florida

you have denonstrated

Remenber, however, this
total Navy training
sel ected reading, and your

desire to succeed are also necessary to successfully round out a

fully meani ngful
in self-inmprovenent.

training program You have taken an inportant step
Keep up the good work

HOW TO COVPLETE THI S COURSE
SUCCESSFULLY

ERRATA: If an errata cones with this
course, make all indicated changes or
corrections before you start any
assi gnment. Do not change or correct
the associated text or assignnents in
any ot her way.

TEXTBOOK ASSI GNMENTS: The text
pages that you are to study are
listed at the beginning of each
assi gnment . Study these pages
carefully before attenpting to answer
the questions in the course. Pay

close attention to tables and
illustrations because they contain
information that will help you
understand the text. Read the

| earni ng objectives provided at the
begi nning of each chapter or topic in
the text and/or preceding each set of
questions in the course. Learning
obj ectives state what you should be
able to do after studying the
material. Answering the questions
correctly helps you acconplish the
obj ecti ves.

SELECTI NG YOUR ANSWERS: After
studying the associated text, you
should be ready to answer the
questions in the assignnment. Read
each question carefully, then select
the BEST answer. Be sure to select
your answer from the subject matter
in the text. You may refer freely
to the text and seek advice and

information from others on problens
that nmay arise in the course.
However, the answers nust be the
result of your own work and
decisions. You are prohibited from
referring to or copying the answers
of others and from giving answers to
anyone el se taking the same course.
Failure to follow these rules can
result in suspension from the course
and disciplinary action.

ANSWER SHEETS: You mnust use answer
sheets designed for this course
(NETPMBA Form 1430/5, Stock Ordering
Number 0502-LP-216-0100). Use the
answer sheets provided by Educationa
Services Oficer (ESO, or you may
reproduce the one in the back of this
cour se bookl et .

SUBM TTI NG COVPLETED ANSWER SHEETS
As a mnimm you should conplete at
| east one assignnment per nonth.
Failure to neet this requirenent
could result in disenrollment from
the course. As you conplete each
assignnment, submt the conpleted
answer sheet to your ESO for grading.
You may submit nore than one answer
sheet at a tine.

GRADI NG Your ESO will grade each
answer sheet and notify you of any
i ncorrect answers. The passing score
for each assignment is 3.2. If you
receive less than 3.2 on any
assignnent, your ESO will list the
guestuions you answered incorrectly
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and give you an answer sheet marked
“RESUBM T.” You nmust redo the
assi gnment and conplete the RESUBM T
answer sheet. The maxi num score you
can receive for a resubmtted
assignnent is 3.2

COURSE COWPLETI ON: After you have
submtted all the answer sheets and
have earned at least 3.2 on each
assignnent. your comand should give
you credit for this course by making
the appropriate entry in your service
record.

NAVAL RESERVE RETIREMENT CREDIT: |If
you are a nenber of the Naval
Reserve, you wll receive retirenent
points if you are authorized to
receive them under current directives
governing retirement of Naval Reserve
personnel . For Naval Reserve
retirenent, this course is eval uated
at 3 points. (Refer to BUPERSINST
1001.39 for nore information about
retirenent points.)

STUDENT QUESTIONS: If you have
guestions concerning the
adm nistration of this course,
consult your ESO If you have
questions on course content, you may
contact NETPDTC at:

DSN: 922- 1501

Commercial :  (904) 452-1501

FAX: 922-1819

| NTERNET:

n311. product s@nt p. cnet. navy. m |

COURSE OBJECTIVES: In conpleting
this nonresident training course, you
will denonstrate a know edge of the
subject matter by correctly answering
qguestions on the follow ng subjects:

Net wor k Admi ni stration, LAN Hardware,
and Network Troubl eshooti ng.
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Naval courses may include several types of questions--multiple-choice, true-false, matching, etc. The questions are
not grouped by type but by subject matter. They are presented in the same general sequence as the textbook material
upon which they are based. This presentation is designed to preserve continuity of thought, permitting step-by-step
development of ideas. Not all courses use al of the types of questions available. You can readily identify the type of
each question, and the action required, by reviewing of the samples given below.

MULTIPLE-CHOICE QUESTIONS

Each question contains severa alternative answers, one of which is the best answer to the question. Select the best
aternative, and blacken the appropriate box on the answer sheet.

SAMPLE
sl The first U.S. Navy nuclear-powered vessel Indicate in this way on your answer sheet:
was what type of ship?
1 2 3 4
1. Carrier T F
2. Submarine s-1 O | O O___
3. Destroyer
4. Cruiser

TRUE-FALSE QUESTIONS

Mark each statement true or false as indicated below. If any part of the statement is false, the entire statement is
false. Make your decision, and blacken the appropriate box on the answer sheet.

SAMPLE
s2. Shock will never be serious enough to cause Indicate in this way on your answer sheet:
desath.
1 2 3 4
1. True T F
2. False s-2 O | Oa O__._

MATCHING QUESTIONS

Each set of questions consists of two columns, each listing words, phrases or sentences. Your task is to select the
item in column B which is the best match for the item in column A. Items in column B may be used once, more than

once, or not at all. Specific instructions are given with each set of questions. Select the numbers identifying the answers
and blacken the appropriate boxes on your answer sheet.

SAMPLE

In answering questions s-3 through s-6, SELECT from column B the department where the shipboard officer in
column A functions. Responses may be used once, more than once, or not at all.

A. OFFICER B. DEPARTMENT Indicate in this way on your answer sheet:
s3. Damage Control Assistant 1. Operations Department 1 2 3 4
s4. CIC Officer 2. Engineering Department T F
s-5. Disbursing Officer 3. Supply Department s-3 O | O Oo___
§-6. Communications Officer 4. Navigation Department s-<4 H 0 O O___
s-5 O O [ | o__._
-6 W O O O.__._
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Text book Assi gnnent :

ASS|I GNIVENT 1

1-19.

“Network Adm nistration,”

chapter 1,

1-1.

1-2.

1-3.

1-4.

Net wor ki ng gives an

i ndi vidual the capability to
communi cate and connect wth
anot her i ndividual or

anot her systemin order to
acconplish which of the
foll ow ng tasks?

Send nessages

Share resources

Extend processing
Perform nultiprocessing

Which of the follow ng types
of cables is NOT used for
communi cati ons?

Coaxi al

Fi ber optic
Solid core
Twi st ed- pair

POME

Login procedures that are
acconplished by dialing into
an access server are known
by which of the follow ng
ternms?

D al up access
D stance access
Ext ended access
Renot e access

The first thing that the
initialization program
checks is which of the
foll owi ng areas?

Connecti ons
Menor y

Peri pheral s
User accounts

ENFANNT

1-5.

1-6.

1-7.

1-8.

What is the function of the
ker nel ?

L, Est abl i shes
comruni cati ons

2, Initializes the system

3. Mounts and initializes
system files

4, Verifies the integrity
of the root filesystem

How many primary nodes of
system operation are there?

Rebooting the systemis
called for in how many
common situations?

1 Five

2, Two

3. Si x

4, Four

When shutting down the
system turning off the
power to the CPU is
recommended under which of
the followng tines or
condi tions?

End of the day

End of the week

Nor mal conditions
Ener gency conditions

RO

pages 1-1 through



1-

1-

1-

1-9.

10.

11.

12.

Which of the following is
NOT a reason why you shoul d
noni tor the network?

1. To enable you to tune
your network

2. To establish
conmuni cati ons

3. To maintain a
performance history

4. To provide a statistical
basis for equi prment
pur chases

The main inportance of

revi ewi ng audit/event | ogs
is which of the follow ng
functions?

1. Check system throughput

2. Moni tor system

degr adati on

Monitor system security
Verify password attenpts

B w

By using the audit logs, a
network adm nistrator can
track which of the follow ng
areas?

1. Which files were
accessed

2. When files were accessed

3. Who accesed certain
files

4, Each of the above

How many interrupt request
lines (IR®) are there in a
PC environnent ?

14
16
18
20

1-13.

1-14.

1-15.

1-16.

| RQ values for a device may
be set through software or
manual |y by which of the
foll ow ng ways?

DIP switches
Expansi on sl ot

Type of cable used
Order in which device
was installed

AWM P

Net wor k performance is
governed by which of the
foll owi ng areas?

Adm ni stration

Har dwar e

Sof t war e

Both 2 and 3 above

Besi des a physical interface
bet ween the device and the

conputer, what other type of
interface does a port
provi de?

1. El ectri cal
2. Logi cal

3. Par al | el
4, Tr ansf er

Which of the following terns
is used to describe the
process used by an

application to test a renote
devi ce?

1. Pi ngi ng

2. Ri ngi ng

3. Si gnal i ng

4. Soundi ng



1-17.

1-18.

1-19.

1- 20.

The interface between the 1- 21.

t el ecommuni cati ons access
software and the application
prograns i s known by which
of the followi ng terns?

1. Net wor k operating system
2. Net wor k system software
3. Tel ecomuni cati ons
access software
4, Tel eprocessing nonitor
El ectronic mail is
classified as what type of
sof tware progranf
1. Conmuni cat i ons
2. Uility 1-22.

3. Net wor k access
4. Net wor k operating

Which of the following terns
descri bes the prevention of
files from being updated by

nmore than one user at a 1-23.

time?

1. Data integrity
2. Data validity
3. System access
4. System security

The different |evels of

access can be designated by 1-24.
which of the follow ng

terns?

1. Private

2. Publ i c

3. Shar ed

4. Each of the above

Net work software often
provi des sone type of

| ocking capability. This
| ocking feature prevents
whi ch of the follow ng
actions?

1. Access to the file while
it is being worked on

2. Loggi ng onto nore than
one workstation at a

time
3. Security violations from
occurring

4, Unaut hori zed users from
| oggi ng onto the network

Once the software is
installed on the network, it
nmust be tested.

1. True
2. Fal se

How many nethods are used to
provi de service restoration

after system degradation?
1. Five

2. Two

3.  Three

4. Four

Whi ch of the follow ng

factors does not contribute
to the flexibility of a
net wor k?

1. Cabling
2. Prot oco
3. Topol ogy
4. Net wor k system sof tware



1-25.

1- 26.

1-27.

1-28.

1-29.

VWhat is the m ni mum 1-30.

percentage to be used in
cal cul ating the avail able
resources for the network?

1. 10

2. 15

3. 20

4. 25

How many nmjor types of LAN
configurations are there? 1-31.
1. Five

2. Si x

3. Three

4. Four

Whi ch of the follow ng

t opol ogi es was the earliest

type?

1. Bus 1-32.
2. Ri ng

3. St ar

4.  Distributed

Wi ch of the follow ng

topol ogies permts
centralized diagnostics of
all functions?

Bus
Ri ng

o e

Di stri but ed

Wi ch of the follow ng
topol ogies is used in nany
| ow cost LANs?

Bus

Ri ng

St ar

Di stri buted

e

St ar 1-33.

Whi ch of the follow ng

topol ogies normally requires
the entire network be
brought down to add a new
node?

1. Bus

2. Ri ng

3. St ar

4, Di stri buted

Whi ch of the follow ng

t opol ogi es can be easily
adapted to the physical
arrangenent of the facility

site?

1. Bus

2. Ri ng

3. St ar

4, Di stri but ed

Wii ch of the follow ng

protocols is/are used-to
control line discipline?

1 Asynchronous data
control

2. Bi nary synchronous
communi cati ons

3. Synchronous data |ink
control

4, Both 2 and 3 above

The access nmethod that will
be used is governed
primarily by which of the
following factors?

Pr ot ocol

Topol ogy

Both 1 and 2

Net wor kK operating system

s



1-34.

1-35.

1- 36.

1-37.

Usi ng the token passing
access nethod, what, if
anyt hi ng, happens when the
transmtting station

recei ves the sane token?

1. The nessage is being
sent

2. The nessage has been
passed around the
net wor k

3.  The nmessage has been
appended by anot her
station

4., Not hi ng

How many |ayers are there in

the OSI reference nodel ?

1. Fi ve

2. Si X

3. Seven

4. Ei ght

The physical layer is which

| ayer nunber of-the CS
reference nodel ?

One
Two
Thr ee
Four

o

Wi ch | ayer provides
error-free transm ssion of
i nformati on over the

physi cal medi unf?
1 Data |ink

2. Net wor k

3.  Physical

4. Transport

1- 38.

1-39.

1- 40.

1-41.

1-42.

The network layer is which
| ayer nunber of the CSI
ref erence nodel ?

One
Two
Thr ee
Four

=~ oo -

The transport layer is which
| ayer nunber of the OCSl
reference nodel ?

1. Five
2. Two
3. Thr ee
4, Four

Wi ch | ayer ensures data
units are delivered
error-free, in sequence,
with no |osses or
dupl i cati ons?

L. Net wor k

2. Present ati on

3. Sessi on

4, Transport

Wi ch | ayer perforns the
functions that enable two

applications to conmunicate
across the network?

1. Net wor k

2. Present ati on

3. Sessi on

4, Transport

Wi ch layer formats data to

be presented to the
application |ayer?

Net wor k
Present ati on
Sessi on
Transport

Moo



1-43.

1-44.

1-45.

1- 46.

Wi ch | ayer
servi ces that
support users?

directly

Application
Net wor k
Physi cal
Sessi on

Which of the follow ng cable
types is the |east
expensi ve?

Fi ber optic
Solid core
Twi st ed- pai r

For network purposes, 22-
and 24-gauge wire are the
nost common types of which
of the follow ng types of

cabl es?
1- 49.
1. Coaxi al
2. Fi ber optic
3. Solid core
4, Twi st ed- pair
Which of the follow ng types
of cable can handle a data
flow of up to approximtely
one Mops?
1 Coaxi al
2. Fi ber optic 1-50.
3. Solid core
4. Twi st ed- pai r

represents the 1-47.

Coaxi al 1-48.

Coaxi al cable is used
extensively in LANs whenever
the di stance involved is
relatively short, generally
| ess than how many mles (a)
for baseband and (b) for

br oadband?

1. (a) 1 (b 5
2. (a) 2 (b) 5
3. (a) 2 (b) 10
4 (a) 5 (b) 10

Fi ber optic cable has a
transm ssion rate that
ranges up to approximately
what speed?

1. 1 Gops
2. 3 Cops
3. 5 Cops
4, 7 Cops
Wiy is fiber optic cable

i mMune to electrical
interference of any kind?

L. Has only one strand per
cabl e

2. Has thick shielding

3. Carries no electrical
current

4, Uses doubl e insul ation
on each wire

What software package nakes
it possible to inplenent and
control a network and
enabl es users to use the
resources and services on

t he network?

1. Network application
sof t war e

2. Network operating

sof t war e

Net wor k system software

Tel ecommuni cati ons

access software

=~



1-51.

1-52.

Firewalls can be divided 1-53.

into how many different
categori es?

1. Fi ve
2. Two

3. Thr ee
4, Four

VWhat piece of hardware is
typically used to inplenent
packet filtering?

1. Bri dge

2. Gat eway
3. Hub

4 Rout er

Which of the follow ng
features can be provided by
a firewall?

Address transl ation

Aut henti cati on

Virtual private networks
Al of the above

O



Text book Assi gnnment :

ASSI GNVENT 2

“LAN Har dwar e, ”

chapt er

2,

pages 2-1 through 2-10;

“Network Troubl eshooting,” chapter 3, pages 3-1
t hrough 3-7.
2-1.  Which of the follow ng 2-6.  Which of the follow ng
devices is used to anplify devi ces serves as a
el ectrical signals carried termnation point for a
by the network? cable running from
i ndi vidual nodes in a
1. Bri dge net wor k?
2. Gat eway
3. Repeat er 1. Bridge
4, Rout er 2. Concentr at or
3. Gat eway
2-2.  Wich of the follow ng 4. Hub
devices is used to connect
i dentical network segnents? 2-7.  Wihich of the follow ng
devices is a box with a
1.  Bridge nunber of connectors to
2. Gateway which multiple nodes are
3. Repeat er attached?
4, Rout er
1. Bri dge
2- 3. Which of the follow ng 2. Concentr at or
devi ces handles the first 3. CGateway
two | ayers of the OSI nodel ? 4. Hub
1. Bri dge 2-8. Which of the follow ng
2. Gat eway factors need to be decided
3. Repeat er on before determning the
4. Rout er type of connector to use?
2-4. \Wiich of the follow ng 1. Architecture only
devices works at the third 2. Cable only
| ayer of the CSI nodel ? 3. Both architecture and
cabl e
1. Bri dge 4, Envi r onnent
2. Gat eway
3. Repeat er 2-9. Which of the follow ng
4 Rout er cables is the best choice if
a secure network is needed?
2- 5. Which of the follow ng
devices works at |ayer seven 1. Coaxi al
of the OSI nodel ? 2. Fi ber optic
3. Solid core
1. Bri dge 4,  Twisted-pair
2. Gat eway
3. Repeat er
4, Rout er



2-10.

2-11.

2-12.

2-13.

2-14.

2-15.

Wi ch of the follow ng
cables is identified by a
desi gnati on nunber of RG 117

Coaxi al

Fi ber optic
Solid core
Twi st ed- pai r

NP

Wi ch of the follow ng
signals is NOT supported by
a broadband systenf®

Dat a
Digital
Vi deo
\Voi ce

oW

What type of connector is
used to link two segnents of
cable in a straight run?

1. Barr el
2.  El bow
3. RJ
4. T

What type of connector is
used to connect telephones

Barr el
El bow

An ST connector is rated for
what nunber of matings?

200
500
800
1000

SC connector is rated for
at nunber of nmatings?

g_% o=

200
500
800
1000

AWM

2-16.

2-17.

2-18.

2-19.

2-20.

2-21.

An SMA connector is rated
for what nunber of nmatings?

200
500
800
1000

=

Fi ber optic connectors

di ffer fromother connectors
in which of the follow ng
ways?

1 Size of the ferrule
2. Keyed connector

3 The nunber of matings
4 Al of the above

Conmponents should be tested
at all but which of the
following tines?

1. Before they are
installed

2. During the installation

3. After they are installed

4 When things go wong

To test electrical activity,
you will need which of the
follow ng pieces of test
equi pnent ?

1. Ar mat ur e
2. Cal i brat or
3. Condi ti oner
4, Vol t net er

Wi ch of the follow ng

pi eces of test equipnent
shoul d be used to check for
faults in a cabl e?

1. Cal i br at or
2. Condi ti oner
3. Scanner

4, Vol t et er

VWat term refers to the
cable that forns the nmmin
trunk of a network?

1. Backbone

2. Main |ink
3. Node drop
4, Primary run



2-22.

2-23.

2-24.

2-25.

2- 26.

What type of cable is a
100-ohm rmultipair cable
used for voice grade
conmmuni cati ons?

1. Coaxi al

2. Fi ber optic
3. STP

4. UTP

How many types of backbone
cable are there?

1. One
2. Two
3. Thr ee
4, Four

What cabl e manages the bul k

of the traffic on a network?
1. Backbone

2. Main [ink

3. Node drop

4. Primary run

VWhat device nedi ates between

the conputer and the network
by doing the necessary
processing and translation
to enable users to send or
recei ve commands and data

over the network?

1. Net wor k access card

2. Network interface card
3. Net wor k operations card
4, Net wor kK uni on card
Which of the follow ng

equi pnment is used to attach

cabl e sections to each
ot her ?

Concentrators
Repeaters
Term nators
Transcei vers

o

10

2-217.

2-28.

2-29.

2- 30.

2-31.

Whi ch of
equi prent
a transm ssion at
a network?

the follow ng
is used to absorb
the end of

1. Concentrators

2. Repeat ers

3. Term nators

4, Transcei vers

Which of the following is

NOT a category of network
probl ens?

1. Commar e

2. Har dwar e

3. Peopl ewar e

4. Sof t war e

Which of the following is

NOT a specialized diagnostic

t ool ?

1. Br eakout box

2. Dat ascope

3 Time donmain
refl ect onet er

4, Vol t net er

Which of the follow ng areas
cause the majority of al
network-rel ated problens?

Cabling failures
Qperating system
failures

Power out ages
User actions

B DM

To determ ne the problem
which of the follow ng
information should be
gat hered?

1. Nature of the problem

2. Node identification
number

3. User’s nane

4, Al of the above



2-32.

2- 33.

2-34.

2- 35.

2- 36.

How many primary culprits 2- 37.
are there to network
mal functi ons?
1. Fi ve
2. Two
3. Thr ee
4, Four
Conponent failures are
categorized into which of
the followi ng types of
faul ts?
2- 38.
1. Hard and soft
2. Hard and per nmanent
3. Soft and tenporary
4, Per manent and tenporary
PC tests are stored in ROM
are known by which of
following terms?
1. Boot test
2. Pre-startup test 2- 39.
3. Power-on self test
4. Start test
Which of the follow ng
pi eces of test equiprment is
the best tool to use for
network mal functions?
1 Li ne conditi oner
2. Net wor k anal yzer
3. Ti me donain 2-40.

refl ect onet er
4. Vol t net er

Wien a network nml function
is detected, the alarmis
sent to which of the
foll ow ng persons?

Departnent head
Net wor kK super vi sor
Security officer
User

11

To reestablish services,

which of the foll ow ng steps
is the first and easiest to
try?

L Run the system
di stribution

2. Run the system
initialization command

3. Shut down and reboot the
system

4. Verify the domain nane

Which of the following terns
is used to descri be what
occurs when two nodes start

transmtting at the sane
time?

1. Col l'i sion

2. Der ai

3. Jam

4, W eck

When a node needs to send
data, it waits until the
line is quiet and then
transmts. This protocol is
known by what tern®

1. CSMN CA
2. CSwA CB
3. CSww CD
4.  CSWW CE

In a CSMV CA system the
nmedi a- access met hod uses
whi ch of the follow ng
signals before sending a
frane onto the network?

NTS and CTS
RTS and CTS
WS and NTS
WS and RTS

o



2-41.

2-42.

2-43.

2-44.

2-45.

Which of the following terns 2-46.

is described as a hardware
signal sent from a potenti al
transmtter to a destination
to indicate that the
transmtter w shes to begin
a transm ssion?

1. BTS

2. NTS

3. RTS 2-47.
4. WIS

Whet her the cable is

pre-made or you make it, it
shoul d al ways be tested

before it is install ed.
1. True
2. Fal se
Conmuni cation |ine problens 2-48.
fall into how many different
categori es?
1 Five
2 Two
3 Thr ee
4 Four
Which of the following terns
is not a form of noise?
2- 49,
1. Bl ockt al k
2. Crosstal k
3. | mpul se
4, Wi te
Whi ch of the follow ng
ratios is used to determ ne
how | ong a cable segnent can
be before the signal loss is 2-50.

unaccept ably high?

1. NER
2. NNR
3.  SER
4. SNR
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Filters applied early in the
transm ssion are known by

which of the follow ng
ternms?

1. Baseband

2. Br oadband

3. Passband

4. Pr eband

Which of the following terns

is used to describe the
decrease in signal strength
measured in decibels per 100
feet?

Crosstal k
| npedance
Att enuati on
Degr adati on

RO

A comonly used neasure of
interference in tw sted-pair
cable is referred to by
which of the follow ng
names?

1. Front-end crosstalk
2. Inter-end crosstalk
3. M d-to-end crosstalk
4, Near-end crosstal k

Which of the follow ng terns
is a neasure of electrica
resi st ance?

1. Crosstalk
2. | npedance
3. At t enuati on
4, Degr adati on

How many types of line
conditioning are avail abl e?

Fi ve
Two
Thr ee
Four

RO



2-51.

Which of the follow ng

equi pnrent is used to extend
the transm ssion range

bet ween devices that are
connected directly to each
ot her?

Li ne conditioner
Li ne dri ver

Net wor k anal yzer
Time domain
refl ect onet er

= oo
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